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I. Purpose

Brigham Young University–Idaho provides web sites located on the byui.edu and byui.net domains. Access is available on and off campus to a world-wide audience that includes employees, prospective and current students, parents, alumni, retirees, and other interested persons. The purpose of the byui.edu web site is to deliver educational information and conduct the business of the University in the most efficient, consistent, and secure manner possible. Approved web sites will be hosted by the University on the byui.net domain. These sites should promote, and not detract, from the Mission Statement of BYU–Idaho. 
This document identifies and defines the responsibilities of those who administer, develop content, and provide maintenance and oversight for the web sites. It defines the procedures for development and maintenance to ensure the consistent “look and feel” and navigation. It is intended to ensure the sites deliver information to users in the most efficient, reliable, and intuitive way possible. This document also includes the relevant provisions, references, and pointers to ensure that users with varying physical, perceptual, and cognitive disabilities are taken into consideration during development and maintenance of the Web sites.

II. Administrative Oversight

A. Web User Group
1. The Web User Group meets as needed and is led and conducted by Web site managers from the Server Management Department in Information Technology (IT). The meetings are conducted in a working environment where on-going production is coordinated and strategic direction is planned. The status of each project is discussed and demonstrated, and problems are resolved. Assignments are made for the coming week. The results of the group’s planning are presented regularly to Communications Council. The ideas are then presented, per Vice President’s request, for President’s Council approval.
2. Four areas of the campus are represented in the Web User Group: IT Server Management, IT Applications Development, University Communications, and Instruction and Technology.
3. Other persons involved with Web site development and maintenance attend upon request.

B. Campus Technology Committee (CTC)
This committee represents the administration’s interest in the web site. They approve major technology changes and improvements.
C. Campus Legal Advisors
Advisors are available to provide legal counsel to BYU–Idaho’s administration for matters concerning web delivery, including, but not limited to: copyright laws, domain name usage, disclaimers, terms of use, ADA accessibility compliance, publishing of student and employee information, and requests to conduct business on the web.
D. Web Site Security
Generally, Web sites on byui.edu and byui.net have the following security:

1. Web sites and servers are protected by a firewall
2. A contracted web content filtering service is provided
3. Industry recognized certificates are installed on Web servers where data encryption security is required
4. All web servers have virus protection software installed and all security patches and service packs are kept current
III. Technical Oversight

A. IT Server Management Department
Web site managers and trained student assistants perform the following: 

1. Install, configure, and maintain the operating system and related web site support software on all the web servers

2. Customize software to accommodate security and other requirements peculiar to BYU–Idaho’s web sites

3. Maximize availability, security, fail-over, and scalability with a load-balanced server environment
4. Provide oversight for the following issues:

a. Developing content
b. Adhering to University and Church standards
c. Developing training guidelines
d. Implementing the appropriate technology to ensure that sensitive information is secure
e. Utilizing current technology that ensures that information is available to the majority of web site users around the world
f. Providing web site content backup and restoration services for developers
g. Researching new technologies and implementation
5. Archive log files and generate operating system, browser, and browser version statistics

6. Evaluate statistics to provide maximum functionality to the broadest user audience

7. Chair the Web User Group
8. Document standards and procedures and draft proposals for new or changed policies, standards, and procedures
9. Provide some customer service by assisting student and employee developers with questions and requests
B. IT Applications Development Department
This department provides:

1. Software application development 
2. Software support for students, faculty, and administrative personnel
C. IT Network Department
This department performs the following:

1. Maintains the network infrastructure on campus
2. Maintains the firewall
3. Maintains the DNS servers
4. Provides Internet access and content filtering
D. Office of Instruction and Technology
This office performs the following:

1. Provides one-on-one Web page development assistance and training
2. Offers TechSmart Training classes which cover most of the software packages used on the BYU–Idaho campus
3. Maintains online tutorials
E. Public Relations Office/University Communications
This office performs the following:

1. Communicates information about the institutional programs and services to students, employees, and the general public via the web sites
2. Ensures consistency of the “look and feel” of the Web sites through the institutional brand including the design of the navigation bars, section headers, and templates that creates the uniformity of the Web sites
3. Administers the Highlights, marquee, and news components on the home page of the www.byui.edu web site
4. Maintains the web site sections for the University President, Public Relations, Visitors’ Center and News Center
IV. Web Development Maintenance Standards and Procedures

A. ADA Compliance

1. Purpose

Disabled users of the web site must be able to reasonably access the information on each web page. Disabilities that must be accommodated include visual impairment, color blindness, hearing impairments, motor skills disabilities, and epilepsy induced by flash frequency.
2. Standard
Web Representatives (Web Reps) must ensure web pages are compliant with the Americans with Disabilities Act (ADA) to ensure that information is accessible to disabled persons and the University has complied with Section 508 of the United States Rehabilitation Act.
3. Implementation and Procedure
Web Reps are responsible to ensure that web pages include alphabetized text information, alternative text tags for images, alternative text for audio files, colors that contrast appropriately, and do not include flashing features.
4. Background Information
Users with visual impairments use screen readers when accessing Web pages. Screen readers verbalize the text on the Web pages for them to hear. This requires that lists and other text information be in alphabetical order so the user knows where they are at on the page. It also requires the use of alternative text tags on images so the user knows what is on the image. Alternative text for audio files must be provided for the hearing impaired so the user can visually read the information. Contrasting colors are required because users with color blindness can not distinguish between some colors. Flashing features may induce seizures in users with some forms of epilepsy. The University is required by law to comply with the ADA and Section 508.
5. References
a. BYU–Idaho Web Site ADA Compliance Statement
b. Disability Services Center Web site Section
c. Section 508 of the United States Rehabilitation Act
d. www.Webaim.org
6. Exceptions
All exceptions must be approved by University Communications and the director of the Disability Services Center.
B. Advertisements and Announcements

1. Purpose

Advertisements and announcements are approved by University Communications to ensure only appropriate, accurate, and timely information is displayed on authorized web pages. Specific web pages and areas are reserved for this purpose to maintain the image of the web site and University.
2. Standard
Advertisements and announcements on University Web sites must be approved by University Communications. They are displayed on the www.byui.edu home page (highlights, scrolling marquee, and news blocks) and the my.byui.edu portal pages (announcements and banner ads).
3. Implementation and Procedure
Requests to display advertisements and announcements are submitted to University Communications. Upon approval University Communications supervises the appropriate display time and location.

4. Background Information
Some campus entities have a need to inform others of their events, issues, or activities on University web sites. The specified web pages have been designed to accommodate these requests in order to preserve the integrity of the web sites.
5. References
None
6. Exceptions
Exceptions must be approved by University Communications.
C. Branding
1. Purpose

The Web page brand shows ownership and expresses the institutional brand, message, and mission.


2. Standard

BYU–Idaho web pages must include official approved branding.

3. Implementation and Procedure

Branding headers are applied to web pages by the web site section Web Rep after the pages are created, using the Web Style Applicator software.


4. Background Information

The web page branding header consists of the Site Navigation Bar that provides consistent navigation for all BYU–Idaho web pages, the Section Header that provides the University logo, branding image, and name of the section, and the Section Navigation Bar that provides consistent section navigation.

5. References
a. Style Guide
b. Web Development Web Pages
c. Web Helps
d. Web Style Applicator
e. Web Style Guide
6. Exceptions

A reasonable attempt must be made to include as much of the branding as possible on all Web pages, but the following may be exceptions:

a. Forms and other Web pages intended for printing.

b. Faculty Web pages do not require the official University branding, but the Site Navigation Bar may be used. Official University logos are not approved for faculty pages.

c. Branding variations for approved and purchased web sites hosted off-campus must be approved by University Communications.

D. BYUI.net Web Sites

1. Purpose

The purpose of the byui.net domain is to host web sites and web pages from sources affiliated with the University, but not officially representing the University. The University merely hosts the byui.net domain. It provides no content within the domain and assumes no responsibility to monitor the content therein, though the University may periodically review byui.net content for compliance with University standards. Sources contributing content to the domain are affiliated with the University, but in no case may the content within the byui.net domain be attributed to the University. The University, consistent with the Digital Millennium Copyright Act, declaims any liability for content within the byui.net domain that violates applicable copyright laws.
2. Standard

Web sites with names ending in byui.net, must be approved by the Web User Group. 
3. Implementation and Procedure

Web sites on the BYUI.net domain are created by IT after approval. Web pages within these web site sections are created and maintained by organizations responsible for the content.
4. Background Information

Several student-operated organizations need web sites for a variety of reasons, such as advertising and online sales. These Web sites are not hosted on the byui.edu domain because they do not represent official University administrative organizations or functions.
5. References
None
6. Exceptions

University Communications and IT must approve all byui.net Web sites.

E. Chat (Instant Messaging)

1. Purpose

The use of Instant Messaging and chat rooms is restricted to preserve technical resources for mission-related use and to ensure its use does not lead to time-wasting or honor code violations.
2. Standard
Chat or Instant Messaging is limited on the Web sites to administrative and course related functions.
3. Implementation and Procedure
Individuals or organizations desiring to use chat features must contact IT personnel for technical assistance and guidelines. Requests must also be brought to Communications Council for review and approval before implementation.
4. Background Information
Chat rooms have historically been used on the Internet for anonymous personal conversations between two or more parties; deception and dishonesty are typical characteristics of these conversations. If unrestricted use of Instant Messenging and chat rooms was allowed or endorsed by the University, an opportunity would be provided to students to waste time and possibly become involved in situations in violation of the Honor Code. 
5. References
None

6. Exceptions
All requests and exceptions must be approved by the Web User Group.
F. Copyright and Trademark
1. Purpose

Copyright and trademark laws are enforced on University web sites to protect appropriate ownership of materials and to avoid legal issues.
2. Standard 

Web Reps must ensure that information included in and made available from University Web pages does not violate applicable copyright and trademark laws. Web Reps are also expected to understand that material produced with University time, equipment, and other resources belongs to and is copyrighted by the University.
3. Implementation and Procedure

Web Reps are expected to obtain legal permission to use copyrighted and trademarked materials used on Web sites. Web Reps are also expected not to sell or provide materials to others that are copyrighted or trademarked by the University.
4. Background Information

Some web pages, documents, presentations, video files, audio files, images, and other creative works have been legally copyrighted or trademarked by the creator or another entity. It is illegal and dishonest to use these creative works without legal permission from the copyright or trademark owner.
5. References
a. Copyright Policy
b. Copyright Web site Section
6. Exceptions

Exceptions must be approved as defined on the University’s Copyright Web site Section.
G. Domain Names

1. Purpose

Domain names express ownership, association, and responsibility.
2. Standard

Official BYU–Idaho Web pages must be hosted by the University on web sites with domain names ending in byui.edu. Unofficial web pages such as IBC businesses, Capstone projects, and other related entities must be hosted by the University on Web sites with domain names ending in byui.net. The Web User Group and President’s Council must approve exceptions to this policy.
3. Implementation and Procedure

Domain names are registered, maintained, paid for, and implemented on University web sites by IT.
4. Background Information

BYU–Idaho was required to provide proof of being an accredited University to register the byui.edu domain name. The University registered the byui.net domain name, along with other similar names to protect the University’s image and Internet presence. Each domain name has a yearly registration fee associated with it.
5. References

None
6. Exceptions

Some University Web sites require the use of domain names other than byui.edu or byui.net. The Web User Group must approve additional domain names. The following requests may be considered:

a. Some University web pages are hosted on off-campus, vendor supplied web sites. The Web User Group must approve domain names for these Web sites.

b. Some University entities have a primary audience outside of BYU–Idaho, so a unique domain name may be appropriate. If the domain name redirects to a University Web page, the byui.edu web address must be displayed in the browser address bar.
H. Multimedia (Audio and Video)

1. Purpose

Consistent streaming file preparation is important in maintaining server disk space, making files available to a broad audience, and providing a similar experience for all users of all files.
2. Standard
Audio and video files that are streamed from byui.edu sites are prepared by Media Services personnel. They use the Windows Media format and are configured for use on the University’s streaming media web server.
3. Implementation and Procedure
Personnel needing to create multi-media files work with Media Services personnel when creating audio and video files, and then Media Services personnel complete the preparation process and make the files available for streaming on the streaming media web server.
4. Background Information
Several multi-media formats are used on the Internet, and several methods for making multi-media files available are possible. If different formats and preparation processes are used, user experiences will vary and some users will not be able to access files.
5. References
None

6. Exceptions
All exceptions must be approved by Media Services.

I. Off Campus Links

1. Purpose
Disclaimers are used to make the user aware of issues related to leaving the site and about issues related to navigating the Internet in general. Disclaimers are also used to protect the University image and legal liability by ensuring the user understands when they click on the link they are no longer on a web page sponsored or endorsed by the University.
2. Standard

Hyperlinks from University web pages to web pages not hosted on a byui.edu web site must use a University supplied disclaimer.
3. Implementation and Procedure

Web Reps use the tutorial titled “Using the Disclaimer Page” on the Web Development Help page to implement the University supplied disclaimer on hyperlinks.
4. Background Information

Some hyperlinks to web pages not hosted by BYU–Idaho are needed, but some of these destination pages may contain information or hyperlinks to pages not endorsed by the University or not in harmony with the University’s mission.
5. References

Using the Disclaimer Page
6. Exceptions

If a web page has multiple hyperlinks to off campus web pages, a single disclaimer at the top of the page may be used instead of a disclaimer on each link. Exceptions must be approved by University Communications and the University’s legal counsel.
J. Privacy and Security

1. Purpose

Accuracy of web page information necessitates restricting “modify access” to only authorized Web Reps. Web pages may include private or confidential information that should only be viewed by one person, a specific group of people, or only employees or students.
2. Standard

IT must manage Web site folder permissions to limit access to only authorized Web Reps. Web Reps must protect the privacy of personal and confidential information on Web pages by safeguarding usernames and passwords, using authentication and/or encryption where needed, and controlling computer access.
3. Implementation and Procedure

IT grants “modify access” to a Web Representative based on his or her personal username and password. IT configures folders to require authentication, which is the requirement for a valid username and password to view pages. IT configures Web pages to use encryption which protects the web page information during transmission. Web Reps eliminate the display of Social Security Numbers and other private information from web pages when not necessary.
4. Background Information

Web pages that require authentication, prompt the end user for a username and password, or a Net ID and password when accessed. The Net ID and username are the same. The username must be preceded by the domain and a backslash in the username box, but not in the Net ID box. The domain is “byui” for employees and “students” for students. The backslash is the “\” character. The passwords in both cases are the same. Web page addresses typically start with http, but encrypted pages start with https.
5. References

Information Privacy Policy
6. Exceptions

No exceptions
K. Professional Organization Web Sites

1. Purpose

University servers and related resources must be reserved for functions related to the mission of the University. The University must not host these Web sites in order to ensure no improper endorsement or affiliation is assumed. 

2. Standard
Web sites for professional organizations not associated with the University, but maintained by University employees, must not be hosted on University servers.
3. Implementation and Procedure
Requests to host professional or other Web sites not related to the University or its mission will not be approved.
4. Background Information
Web sites for professional or other organizations may contain information or links to information not in compliance with the University’s Mission Statement or Honor Code. The University also has the need to host mission-related web sites requiring available servers and other IT resources.

5. References
None

6. Exceptions
All exceptions must be approved by the Web Users Group.
L. Web Applications

1. Purpose

In order to provide stable Web services for all University web site needs, efforts must be made to ensure that web applications are usable and maintainable, and web sites are stable.
2. Standard

Applications used on official University web sites must be purchased from a software vendor, or developed and maintained by IT. Web Reps must ensure that web pages are not written in dynamic web page languages and do not access databases.
3. Implementation and Procedure

Web Reps do not place dynamic web applications on production servers. Web Reps or other employees that need dynamic Web applications must request the application from IT. IT evaluates requests to determine the best solution and then assists in a software purchase or develops the software. IT web site managers ensure only appropriate software is installed on servers.
4. Background Information

Software usability and maintainability is accomplished by using purchased software that is professionally developed and supported by a vendor, or having software developed and maintained by professional IT developers that adhere to standards. Web site stability is maintained by ensuring that all software running on the server and web site is stable.
5. References

None
6. Exceptions

IT must approve all exceptions.
M. Web Cameras

1. Purpose

Web cameras must be approved, purchased, installed, and maintained according to University policies to ensure the number of cameras does not exceed desired limits, camera views are appropriate, funding is used appropriately, and all other guidelines are followed.

2. Standard
Web cameras must be approved by the Web Users Group. They are installed, maintained, and pictures produced by them are made available on University web sites by IT.
3. Implementation and Procedure
Organizations make requests for web cameras to the Web Users Group. Organizations are responsible for providing funds to purchase, install, and maintain requested service web cameras. The Web Users Group provides funding for purchase, installation, and maintenance of Campus and Construction Web cameras.
4. Background Information
Web cameras are categorized into three groups, including Construction, Campus, and Service. Images from Web cameras are provided on the BYU–Idaho web sites for students, parents, alumni, employees, donors, and the public. The purposes of these cameras are to showcase the campus, show current weather, provide views of significant construction projects, and provide views of heavily used service areas.

5. References
None

6. Exceptions
All exceptions must be approved by the Web Users Group.
N. Web Page Development

1. Purpose


University web pages represent BYU–Idaho and therefore must portray the appropriate mission, image, and message. It is important that the pages not only contain timely and accurate information, but also display it in a dignified, clean, and scholarly manner.
2. Standard

Web pages hosted on University web sites must be developed and maintained in accordance with all other BYU–Idaho web Policies. Web Reps must ensure that all web site policies are followed.
3. Implementation and Procedure

Web page templates that include the official University Web page fonts, colors, and style are provided for Web page development. The Web Style Applicator is used to apply University branded Section Headers to pages. Web pages should not require special client browsers, plug-ins, software, or configurations. Web pages should be compatible with the University’s list of supported Web browsers and operating systems.
4. Background Information

Web Reps are authors and content contributors. They may use most commercial web page development software to develop and maintain University web pages. Microsoft FrontPage is provided for all employees, but other software may be used. IT will not install special software or perform special configurations on servers to accommodate other web development software.
5. References
a. Web page templates
b. Web Style Applicator
c. System Requirements
d. Browser Requirements

e. Screen Resolution
6. Exceptions

University Communications and IT must approve all exceptions.
O. Web Server Disk Space 

1. Purpose

Web server disk space is a limited resource that needs to be responsibly controlled to ensure the integrity of the campus web site.

2. Standard
a. Organization or employees folders and shares on the web server are only for web pages and directly related files
b. Each organization or employee should reasonably limit the amount of web server disk space they use
c. Employees are responsible for keeping folders clear of unneeded files
d. Any requests for an expansion of web server disk space beyond the default should be referred the Web Users Group
3. Exceptions

Exceptions should be referred to the Web Users Group.
P. Web Representatives (Web Reps)

1. Purpose

Web Reps maintain the content and headers of each web site section, and ensure web site policies are followed. Web Reps receive periodic announcements and training from University Communications and IT.
2. Standard

Web Reps must be appointed for each web site section by the section content owner, such as the department chair or office manager. IT must approve each Web Rep. Each section must have a full-time employee as a Primary Web Rep. Other full or part-time employees or students can be assigned as Secondary Web Reps.
3. Implementation and Procedure

Web site section owners submit requests to IT for assignment of employee Web Reps in person, over the telephone, or through email. Student Web Rep requests are made using email only. IT approves requests, enters Web Rep information in a database, and assigns appropriate folder and file permissions.
4. Background Information

University web sites are divided into sections, with Web Reps responsible for each section. Primary and Secondary Web Reps are allowed to create and maintain web pages, and apply the headers to pages. Only Primary Web Reps are allowed to define the section header and maintain the Section Navigation Bar links.
5. References

None
6. Exceptions

The Web Users Group must approve all exceptions.
Q. Web Sites and Web Site Sections

1. Purpose

BYU–Idaho web site, web site section, and web page navigation is facilitated by having a small number of web sites and the consistent addressing structure of …byui.edu/”section name” and …byui.net/”section name”.
2. Standard

Web sites with names ending in byui.edu or byui.net, in addition to those currently maintained, must be approved by University Communications and IT. Web site sections must be approved by IT.
3. Implementation and Procedure

Web sites and web site sections are created by IT after approval. Web pages within web site sections are created and maintained by Web Reps.
4. Background Information

IT maintains several official web sites for specific purposes with names ending in byui.edu, such as www.byui.edu, emp.byui.edu, activities.byui.edu, etc. IT also maintains Web sites with names ending in byui.net. Web sites are kept to a minimum and short web addresses are used to provide a consistent and simple navigation structure. Additional web sites confuse the navigation structure. Each additional Web site requires several creation tasks, ongoing maintenance, and possibly extra costs.
5. References
a. Web Development Web Pages
b. Web Helps
c. Web Style Applicator
d. Web Style Guide
6. Exceptions

University Communications and IT must approve all additional Web sites.

R. E-Commerce

1. Purpose

Establish policy and guidelines for conducting academic related e-commerce business on the byui.edu or the byui.net domains. 

2. Standard
Byui.edu Web Sites
Hosting of software, web sites, or any functions related to academic class related e-commerce is not allowed on any web sites using the byui.edu domain name, for the following reasons:
a. The official Web sites must reflect the University’s non-profit status

b. There must be no confusion between official University on-line business functions such as tuition payments and financial aid, and academic student operated business experiences

c. Responsibility and liability for on-line purchases, credit card transactions, and copyright issues are best performed and managed by businesses that specialize in this area.

d. The cost and management of software, servers, and related resources can be avoided by having these functions performed by an off-campus business.

Links to the byui.net web sites or the off-campus e-commerce web site described below are allowed from the byui.edu web sites, but should be used as sparingly as possible. 

Shop.byui.net Web Site

Web pages for academic e-commerce experiences will be housed on the shop.byui.net Web site, hosted on campus by Information Technology, using the following guidelines:
a. A unified home page for this Web site with University branding serves as an entry point or “mall” for all academic e-commerce experiences.

b. This home page includes a “disclaimer” describing the relationship of these businesses to the University.

c. Folders for each business are provided on this Web site where web pages can be created for the business.

d. University branding is not used for these pages, but the students operating the business create their own branding.

e. These pages may include information about the class, program, business, or products, but may not include the ability to purchase a product.

f. Businesses that require e-commerce capability for purchasing products may include hyperlinks from these pages to the off-campus e-commerce Web site described below.

Off-Campus E-Commerce Web Site 

Marketing, selling, and purchasing of products for academic student operated business must be performed on the off-campus web site maintained for this purpose. The off-campus web site vendor must comply with the Payment Card Industry (PCI) Data Security Standard (DSS). The following guidelines apply to use of this site:

a. A specific domain name will not be used for this site.

b. Each business will be presented as a product line on this site.

3. Implementation and Procedure

Academic class related e-commerce should not be conducted on the byui.edu domain.  Links to Web pages on the byui.net domain are acceptable when used sparingly and in the absence of the ability to complete a financial transaction on those Web pages. If the need arises for purchasing ability to be available, hyperlinks may be made to the off-campus e-commerce web site provided.
4. Background Information
Hosting e-commerce web sites on the byui.edu domain, or allowing  the purchase of products or services unrelated to official University business on the byui.net domain, may cause confusion for users regarding the University’s non-profit status and official University  financial transactions. It may also increase the University’s costs and liability. Management of financial transactions should be outsourced to professional businesses that specialize in e-commerce and comply with applicable requirements.

5. References
Payment Card Industry Web Site
6. Exceptions

E-commerce applications may be developed by IT Software Engineering to fulfill University business needs and such development must comply with the PCI DSS. PCI DSS concerns should be addressed with the campus Information Security Officer.
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