Tyler Steiner
Linux Wireless.

Around the year 1997 a wireless networking standard called 802.11. This standard
allowed for TCP/IP and other networking protocols to be used over various radio
frequencies. This new standard allowed networks to travel and movewhere wired 802.3
standards did not allow. Many of us use wireless at home work, school, or even at the
local café. With the popularity of the Wifi standard came more programs, hardware,
drivers, and streaming devices.

Linux was left in the dust when it came to wireless devices. Drivers were hard to
come by, and getting them to work was almost ashard. As time went on driver sources
were opened up andutilized, or reverse engineered to work in linux. Drivers became
functional and in most cases better than windows drivers. Atheros, Prism, Intel, and
Ralink drivers because far more mature. The drivers not only supported the popular
encryption protocols, but have more features than the windows counterparts. These
features are what make the Linux wifi scene far more popular to wifi enthusiasts than
windows.

Promiscuous mode was such a feature that windows users were never able to
openly use without very expensive drivers via Wild Packets Airopeek. Linux users are able
to utilize this feature out of the box with most drivers. Promiscuous mode allows for the
“listening” of packets as they come across the airwaves. Windows and Linux users have
been doing this for a long time, but on the 802.3 standards (Ethernet) the program ethereal
or wire shark do the samething. This capturing of arbitrary packets has led to much
advancement in the 802.11 standard, most notably encryption.

With Linux drivers being able to arbitrarily capture packetsthe Wired Equivalent
Privacy (WEP) became a target for hacker, engineers, and others. With people breaking the
different security procols, newer, stronger ones were designed. WPA, WPA2, TKIP, and
RADIUS.

WEP

WEP uses a 40 or 104 bit key to encrypt,and uses the stream cipher RC4 for
confidentiality and the CRC-32 checksum for integrity. With the header being visible to
devices in promiscuows mode, the WEP encryption was easily broken. WEP uses the same
initialization vector (IV)over and over again, which proves to be its weakness.

Programs

There are quite a few programs that are Linux specific to wireless and it uses. Do
to the nature of its open source drivers, the programs that utilize them can do things that
most windows PC's can not. The most popular one is called Kismet.

Kismet is a wireless packet capturing program. This program captures packets as
they fly by, analyzes the headersand displays the packet information (SSD, SIZE, IP
RANGE, MAC, and CLIENTS MAC’s). This operates differently from Netstumbler in
windows as it does not send out probe requests, which mans is virtually undetectable.
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The Air crack-NG suite is another set of programs that aids in the cracking of WEP
keys. Although this program is available in windows, the windows version does not include
airtraf, aireplay, or airedecap. These are most vital to the success ofthe program.
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Airpwn is a framework for 802.11 (wireless) packet injecions. Airpwn listens to
incoming wireless packets, and if the data matches a pattern specified n the config files,
custom content isinjected "spoofed" fromthe wireless accesspoint. From the perspective
of the wireless client, airpwn becones the server. (Be careful if searching on this topic, as
the creator did not choose a good picture to demonstrate with.)

Linux Drivers

Installing drivers under Linux can be easy or hard, depending on the driver you are
wishing to install, and the flavor of Linux you are installing it on. Most modern
distributions come with some sort of package manager that will fetch or compile a set of
drivers for your system. Most systems however come with the driver built into the kernel,
or installed by default. All others can be compiled romsource.

Links
http:/www.kismetwireless.net/
http://en.wikipedia.org/wiki/802.11
http://www.aircrack-ng.org
http://madwifi.org/
http://hostap.epitest.fi/
http://prism54.org/
http://bcm43xx.berlios.de/

http://sourceforge.net/projects/airpwn
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